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Outline

* Why shall we transit to dynamic risk
management?

- What is dynamic risk management?

* How to proceed with a dynamic risk
management program?
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The loss facts of process accidents

100 largest losses in the 100 largest losses in the
hydrocarbon industry (1974- petrochemical sector (1974-
2019) 2000)
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The causes

100 major losses in the onshore oil, gas, and petrochemical industries (1996-2015)
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During Normal Operating Mode

100 major losses in the onshore oil, gas, and petrochemical industries (1996-2015)

OPERATING MODE

Abnormal / Unplanned
LOSSES BY TYPE / Unp Normal
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Zoom into the management system

100 major losses in the onshore oil, gas, and petrochemical industries (1996-2015)

MANAGEMENT SYSTEM FAILURES
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Non-mechanical integrity failure

100 major losses in the onshore oil, gas, and petrochemical industries (1996-2015)

LOSSES BY TYPE PRIMARY MANAGEMENT SYSTEM
FAILURE
Mechanical Availability of SCDs
Integrity Failure... MoC o

PHA 7%

7% Operation
Control of Practices &
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What is going wrong?

Dynarmic Risk= Fisc, 1)\t " **
. 4 - e Risk
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Accident does not happen all-of-a-sudden

“What we see?

What should we measure/monitor

Bad
What we must Model/Predict
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Translation Into:
Risk Management Shortcomings

Overlooked environmental societal vulnerabilities
Disregarded supply chain factors
External factors/variables

Misinformed Evaluation

c Minor changes \ E Risk Assessment E
e Unplanned / infrequent / maintenance activities E
e Organizational / policy / human factors Unidentified Hazards ) :
\* Superficial understanding of system interactions Unrecognized Emerging Conditions i

:
o Fitness for Service \ Faulty Risk Picture E
e Lacking inspection programs -
e Qutdated failure data s Misinformed probability of occurrence :
. ) ¢ Limited comprehension of consequences E

:
(o Scope lacking long-term impacts \ i
. :
¢ :
. '
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The call to make the transition to
“‘dynamic risk management”

* Qur definition-

An integrative approach to a “zero-incident” and “zero-defect”
environment through the introduction of formalized data-driven risk-
based decision-making processes relying on repetitive risk assessment
concerned with organizational and human factors parameters in addition
to the physical state of the assets to address new and potentially
hazardous conditions arising from deviations from normal operations or
changes to the processes, organization, and policy.
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Dynamic Risk Management via PDCA

Continuous Improvement>

Dynamic Risk
Assessment
Adjust W

Assessment "

ﬂdﬁ‘é

Consolidation through
Standardization

Safety
Improvement
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Dynamic risk assessment

Asset Loss

Estimation of
(monetary)
Value

Human fatality

Environmental Loss

Business loss

OO % B

Unit Select.ion & Consequence Probability Posterior Risk
Scenario Assessment Assessment Estimation
|dentification

g Prior Failure ‘Design stage data
Likelihood Function Real time process data
Posterior Failure Bayesian theory
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The conceptual framework

e ——

sece===a=adp e Proccss Variable Deviations

¢ Process alterations

» Logbooks

o Work Orders

o Safety Briefings

¢ Dynamic Risk Management

[ Establishing the Context

- oo geessed

Degradable Processcs:
¢ Process components/equipment
¢ Human factors

\

b Environmental Variables

'
¢ Organizational aspects i
'
A '
Dynamlc Risk Assessment !
Dynamlc Hazard Identlﬁcatlon =
I ‘
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( ML/AI

Variable Drift Detection

\,

¢ Fitness for Service

_t[o Dynamic Freq. Analysis ] [o Dynamic Conseq. Analysis]<

o Digital Twin

\ 4

e Dynamic Risk Evaluation

A

o Inspection Reports

Condition-based Inspection

o = =

A 4

Continuous Risk Evaluation

[ Adjustable

Risk Acceptance Criteria

-------—F--'

¢ Sensor data

Data Management
Data Storage

Data Streaming

A 4

EData Driven Decision Making for Risk Treatment

v

} Organizational factors

[- Safety culture

[- Management of change

[0 Budgetary controls

[- Safcty educations
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Implementation phases

e Bayesian

¢ Bow-tie

e Principal Component Analysis (PCA) Near-real-time CFD simulations

¢ Loss Functions Environmental consequence analysis

Long-term economic consequence assessment
Supply chain resilience and impact assessment

* Risk Barometer

Dynamic Socio-technical HAZOP L
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One step forward

Dynamic Socio-technical
HAZOP

 Focus on deviations from
normal operations

« Facilitate repetitive
HAZOP studies

 Societal and
organizational factors

- Facilitating access to
information and people

* Increasing operational
awareness

* Organizational culture
dedicated to safety

« Taking advantage of leading
indicators and early warnings
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Call for partnerships/co-funders
-Dynamic Socio-technical HAZOP
| Deadlines:

| l Pre-proposal: April 11, 2023
s Full-proposal: October 3, 2023

KIC Demand-Driven Pa
Consortia 2022-2023

Call for proposals
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Project team member:
* Rioshar Yarveisy
« Muhammad Rahim

Contact: Ming Yang, PhD, P.Eng.

. Assistant Professor of Safety and Security Science
#5000 = Faculty of Technology, Policy, and Management,
TU Delft, The Netherlands

Email: m.yang-1@tudelft.nl
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